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The Internet of Things is an emerging technology that integrates the Internet and physical smart objects. This technology currently
is used in many areas of human life, including education, agriculture, medicine, military and industrial processes, and trade.
Integrating real-world objects with the Internet can pose security threats to many of our day-to-day activities. Intrusion
detection systems (IDS) can be used in this technology as one of the security methods. In intrusion detection systems, early and
correct detection (with high accuracy) of intrusions is considered very important. In this research, game theory is used to
develop the performance of intrusion detection systems. In the proposed method, the attacker infiltration mode and the
behavior of the intrusion detection system as a two-player and nonparticipatory dynamic game are completely analyzed and
Nash equilibrium solution is used to create specific subgames. During the simulation performed using MATLAB software,
various parameters were examined using the definitions of game theory and Nash equilibrium to extract the parameters that
had the most accurate detection results. The results obtained from the simulation of the proposed method showed that the use
of intrusion detection systems in the Internet of Things based on cloud-fog can be very effective in identifying attacks with the
least amount of errors in this network.

1. Introduction

Advances in various technologies like sensors, wireless com-
munications, hidden computing, automatic detection and
tracking, extensive Internet access, and distributed services
enhance the potential for the integration of intelligent things
in our daily lives through the Internet. The convergence of
the Internet and intelligent things that can communicate
and interact with each other is defined as the Internet of
Things (IoT). [1].

However, integrating real-world smart objects with the
Internet may pose security threats in many of our daily activ-
ities, too [2].

Given the wide range of standards and communication
stacks, limited computing power, and the large number of
interconnected devices, common security measures against

threats cannot effectively operate in Internet of Things
(IoT) systems. Accordingly, it is essential to develop certain
security solutions by means of mathematical methods and
statistical points for the IoT, to make it possible for the users
of organizations to carefully analyze and detect all the weak-
nesses of the system in this way [3].

Due to widespread communication standards and stacks,
limited computing power, and a high number of intercon-
nected devices, common security measures against threats
cannot be effective in IoT systems. For this reason, it is nec-
essary to develop specific security solutions for the IoT, to
allow users of organizations to identify all the weaknesses of
the system [3].

Some of the ongoing projects to improve the security of
the IoT include methods providing confidentiality of data
and authentication, access control within the IoT network,
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privacy, and trust between users and things, as well as the
implementation of security and privacy policies [Sicari,
et al., 2010]. Nevertheless, even with these methods, IoT net-
works are vulnerable to multiple attacks designed to disrupt
and destroy these networks. Thus, one of the required
defense methods is to design methods detecting attackers.
Intrusion detection systems are for this purpose.

Security concepts are being considered with the rapid
growth of IoT technology applications. Concerns are raised
about intrusion, privacy, and people’s inability to control
their personal lives. If people’s daily activities are monitored
and they produce information outputs, political, economic,
and social activities will be affected. The benefits of IoT tech-
nology will diminish in case of security breaches, attacks, or
malfunctions [4].

Given the security challenges in the virtual world and the
emerging technology of the IoT and due to the challenges of
infiltrating these systems, it is significant to provide an opti-
mal way to detect intrusion and maintain security in these
systems.

Therefore, to deal with intruders and attackers on com-
puter systems and networks, several methods have been
developed called intrusion detection methods, responsible
for monitoring the events occurring in a computer system
or network. In the current study, the following sections are
considered to achieve the objectives and provide an efficient
mathematical model in intrusion detection systems. The
research background is presented in the second section, and
the statement of the problem is given in the third section.
Modeling and definition of game parameters, information,
and the used data are stated in the fourth section. The fifth
and sixth sections present the results using the findings
obtained, while analyzing, evaluating, and implementing;
ultimately, the effective suggestions are presented in the sev-
enth section.

2. Related Works

Over recent years, various papers and methods based on
game theory in the field of computer network security have
been published to model, analyze, and optimize the perfor-
mance and efficiency of intrusion detection systems in IoT-
related technologies like ad hoc mobile networks ([5]; Mishra
et al., 2014), wireless sensor networks (Buton et al., 2016; [6]),
cloud computing [7], and physical cyber systems [8].

The report by Moudi et al. [7] provided a variety of intru-
sions affecting accessibility, confidentiality, and integration
in cloud computing. The authors of this reference have
divided the intrusion detection system technology used in
cloud into three categories: host-based, network-based, and
hyper-based systems (virtual machine monitor). Moreover,
they have discussed the pros and cons of each protocol and
identified challenges to make cloud computing a reliable plat-
form for providing IoT services.

The results of a study by Midi et al. [9] reveal that an
intrusion detection system is able to monitor and control
multiple communication protocols, a combination of signa-
ture rules, and anomaly detection processes.

Buton et al. [10] performed an extensive study of intru-
sion detection systems in wireless sensor networks and made
a comparative analysis between the intrusion detection sys-
tems provided for wireless sensor networks given the net-
work architecture and detection methods.

Granjal et al. [11] presented a comprehensive security
analysis of several Internet protocols. More specifically, they
checked IEEE802.15.4 security issues on low-power wireless
regional networks (6LoWPAN), IPv6 routing protocols for
low-power and lossy networks (RPL), Datagram Transport
Layer Security (DTLS), and constrained application proto-
cols (CoAP).

Goa et al. (2016) addressed a two-step hybrid approach
first examining the initial diagnosis of whether or not the
data is invasive using the K-means cluster and then, at the
second stage, finally diagnosing the closest neighbor using
the K algorithm.

Kumar and Dota [5] have examined the intrusion detec-
tion methods provided for mobile ad hoc networks through
focusing on their detection algorithms. They have introduced
a tree classification for intrusion detection methods based on
the nature of the processing method used in the detection
method.

Walgren et al. (2017) have provided an intrusion detec-
tion system for LOWPAN-RPL6 networks able to detect
Sinkhole, Sybil, and Selective attacks using a hybrid approach
connecting various parameters.

Atli and Jung [12] have developed an intrusion detection
system based on the characteristics of the supervisor as well
as the use of the leading neural network. Their paper gives
a brief overview on ISCX-IDS 2012 and CIC Android. To
perform the phase, SVM feature selection has been used with
incremental learning; the rankings selected 20 features with
the highest ranking out of 43 features in the data set, and then
using the neural network, the final diagnosis was 94% to
98.7% accurate.

Shen et al. [13] have provided an optimal framework for
demonstrating the potential and practical application of mal-
ware repression to protect the privacy of smart things on IoT
networks through an intrusion detection system with theo-
retical calculation of the Bayesian game.

Pagitus et al. (2019) have investigated the security of the
IoT, its challenges, threats, and its solutions. After reviewing
and assessing the potential threats and determining security
measures and requirements in the field of IoT, they have per-
formed a quantitative and qualitative risk analysis examining
security threats at each layer.

In their study titled “A Game Theoretic Approach to
Decision and Analysis in Network Intrusion Detection,”
Susan and Rayford (2019) have developed a model for IDS
distributed with a network of sensors, in addition to suggest-
ing two plans independent from the flexible platform based
on game theory techniques. In the presented plan, through
implementing participatory game theory, Shapley values
have been especially used for analysis and configuration;
Nash equilibrium solutions have been obtained by means of
analysis method and analyzed for the defined game security.

In their review paper, Hajiheidari et al. (2019) have com-
prehensively investigated the IDSS in IoT networks. The
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research systematically investigates IDSS with a precise clas-
sification, considering the common features of IoT tools,
analyzes the advantages and disadvantages of these mecha-
nisms and guidelines, and finally presents future trends.

In their study entitled “Deep Learning Approaches for
Anomaly- based Intrusion Detection Systems,” Arwa et al.
(2020) discussed on the efficiency and effectiveness of the
proposed methods through analyzing the solutions and
experimental studies and by employing the role of deep
learning in detecting the intrusion. Deep-learning-based
guidelines and identifiers are recommended by identifying
the challenges of past research.

Wenjua et al. (2019) have designed a participatory block-
chain signature-based intrusion detection model that can be
used as a general framework for signature-based IDS for
security sharing and reliable database building.

Research efforts on intrusion detection devices for the
IoT have started and accelerated. Considering the provided
research backgrounds, it is worth noting that the proposed
solutions have not investigated the strengths and weaknesses
of each method of diagnosis and strategy in depth. Most
authors have focused on a few types of IoT attacks and tech-
nologies. Ultimately, very simple accreditation strategies
have provided the basis for reproducing other proposed
approaches.

3. Problem Definition

In fact, intrusion detection is the process of identifying
intruders and attackers into information systems. Known as
infiltration, these measures are taken aiming at unauthorized
access to computer systems. Intruders may be internal or
external users. Internal intruders are in fact network users
with varying degrees of access trying to increase the level of
access and privileges to exploit unauthorized privileges.
External intruders are actually users outside the target net-
work trying to gain unauthorized access to system
information.

The intrusion detection system includes sensors, an ana-
lytical engine, and a reporting system. The sensors are
located in different locations or hosts of the network. Their
function is to collect network or host data such as traffic sta-
tistics, packet headers, and service requests, besides operating
system calls, placed in different locations according to net-
work architecture. Sensors send the collected data to the ana-
lytical engine, which is responsible for investigating the
collected data and detecting the ongoing infiltration with var-
ious signature-based, anomaly-based, feature-based, and
combination-based approaches. When the analytical engine
detects an intrusion, it will equip the reporting system with
infiltration information, including intruder detection, intru-
sion location, and intrusion time and type, and the system
will generate an alert for the network manager [Shen &
Huang, 2019].

Classified into three strategies: centralized, distributed,
and hybrid, in IoT networks, the intrusion detection systems
may be placed in different strategies, in one or more specific
hosts, or in any physical thing.

In centralized mode, intrusion detection system’s agents
are deployed in a centralized component, for example, a bor-
der router or a dedicated host. However, due to the need for
intrusion detection system’s agents to collect many data from
smart things, this mode establishes a connection between
smart things and the border router. In distributed locating
strategy mode, intrusion detection systems are placed on
each physical thing, which can obviously decline the above
connection while increasing the capacity to consume limited
resources of smart things. Nevertheless, unlike the two men-
tioned modes, infiltration detection system’s hybrid agents
are deployed in nodes or monitoring nodes, for instance,
the guard nodes to take the advantage of centralized and dis-
tributed strategies and prevent their weaknesses. This strat-
egy may reduce the requirements for communication
between smart things and the boundary router and meet
more processing capacity [Shen & Huang, 2019].

Figure 1 shows the independent layers, hardware, and
software of the agent, as well as how to deploy and influence
intrusion detection systems, indicating that intrusion detec-
tion systems in cloud fog-based IoT can be located on a bor-
der router in one or more dedicated hosts, or in any physical
thing [13].

Today, various measures have been taken to establish
security, communications, and information exchange in
cyberspace, including data encryption, secure protocol
design, and the use of firewalls, tracking systems, and intru-
sion detection prevention systems. In some network security
methods like intrusion tracking systems or firewalls, a
decision-making process based on certain data is required
to set a specific security policy on the network. Various math-
ematical tools have been used so far to perform such pro-
cesses in network security systems and optimize them, such
as statistical methods of hypothesis testing, decision theory,
pattern identification method, machine learning, graph the-
ory, and control theory.

However, since in many security incidents on the net-
work, the attacker is a human being or a smart program, a
method is needed that can decide how a smart attacker can
make decisions in order to appropriately change the strategy
of his attackers in proportion to the precautionary and model
countermeasures. Accordingly, in recent decades, some
efforts have been made to apply the game theory to network
security.

Since game theory was originally created to model and
optimize decision-making in situations where a number of
smart factors compete or interact with each other, it is a good
tool to be used in many issues related to network security.
This theory has been so far used in issues like the optimal
allocation of resources, the safe design of network topology,
and the optimal configuration of intrusion tracking systems,
as well as firewalls.

Given the large volume of data faced by an intrusion
detection system, the application of a powerful tool able to
enable an intrusion detection system to achieve the desired
result by exploring the vast amount of network data is inevi-
table. The use of game-theory-based systems is one of the
powerful tools. Game theory has gained great success in solv-
ing the optimization of resources and costs in the economic
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field. Accordingly, in recent years, it has been considered by
researchers in other fields, too [14].

Game theory is based on the behavior of each player, and
it can be based on cooperation or noncooperation in a partic-
ipatory game [14].

In recent years, the provision of mathematical inferences
for wireless networks has become very popular by means of
game theory methods. Since game theory is a natural and
flexible tool for studying the intelligent and decision-
making users, the interaction and cooperation of automated
users in wireless networks may be examined with this tool
[Pavlidou & Pavlidov, 2010]. Hence, if the issue of security
and intrusion detection is investigated from the perspective
of game theory, common points between this issue and the
models may be gained in this theory.

Detection tools and placement strategy are among
important specifications of intrusion detection systems. The
studied and analyzed papers point to a general consensus
indicating that the game theory and finding the best solution
through Nash equilibrium are the most important tools to
detect attacks against intrusion detection systems in IoT.
However, although the game models proposed to detect IoT
intrusion attacks have many similarities, they fundamentally
differ from each other in the scope of attack detection.
Despite lots of potential attacks against IoT networks, the
proposed game model for the intrusion detection system is
capable of detecting more attacks simultaneously.

In the proposed model, a mathematical pattern is pre-
sented to detect more classes of attacks and correct detection
rate and to minimize incorrect detection rate using game
theory.

Considering research gap in other studies, in the pro-
posed model, we put emphasis on the lowest amount of error
and it can be observed that by considering the dissemination
rate parameter and the possibility of the next infraction for a
smart object, which is an effective indicator on a smart object
behavior, the error and time problem is significantly taken

into account and resolved. This way, the smart sensor series
detect the attacking smart object faster and more accurately
and avoid malware dissemination in the IoT network layers.

In the present study, we aimed to model the interactions
between attackers and the intrusion detection system as a
dynamic two-player game. In game theory, nonparticipatory
game is a game in which players may not exchange or nego-
tiate with each other and reach an agreement or form a coa-
lition in any way.

The selection and use of nonparticipatory game are due
to the nature of the interactions between the intrusion detec-
tion system and the IoT network subsystems. These interac-
tions are indeed a dynamic game with complete information,
in which the intrusion detection system is uncertain about
the type of player’s performance.

4. Information and Data

The main elements in game theory include players, actions,
profits, and information, all of which are known as the rules
of the game.

The objective in modeling using game theory is to design
a situation based on the rules of the game in order to deter-
mine what will happen in a specific situation. Game theory
is based on the behavior of each player, and players strive
to increase their profits in the game and make decisions
called strategies [Behounek, 2016]. Accordingly, game theory
may be defined as the science of modeling and investigating
decision-making systems.

In the current study, dynamic game modeling is defined
based on time, completely and strategically according to the
information, and the following two conditions have been
observed and considered in the proposed model:

(1) Players are fully aware of all the parameters and rules
of the game
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Figure 1: Infrastructures of intrusion detection system for cloud fog-based IoT networks.
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(2) At least one of the players is unaware of the strategy
of the other player; hence, the first player first makes
his move, then the second player chooses his move
when he is aware of the selected move (operator) of
the first player

Defining the players and determining their preferences
through the profit function are two of the key elements in
describing the game. In the proposed game model, the player
is a potential attacker and the other player, the defender of
the intrusion detection system.

(i) Players: N = fpossible attacker, intrusion detection
systemg

(ii) First player strategy: S1 = fattack, no attackg
(iii) Second player

strategy:S2 = falert by detection, no alertg
Given the provided definitions, we consider the intrusion

detection system with the network of sensors S = fS1, S2,⋯
, Spg, where the sensors are defined as an operating software,
reporting the possible attacks in the large subsystem of IoT
using a variety of signature-based, anomaly-based, feature-
based, and hybrid-based approaches. Alerts reported by the
intrusion detection system may be displayed as a set of sub-
systems, including computer programs or network compo-
nents, as well as the independent processes distributed
across multiple hosts as A = fa1, a2,⋯, aM g which are the
target of an attacker. We define the set T = ft1, t2,⋯, tKg as
a set of recorded recognizable threats that each member of
the set represents a possible intrusion. The properties of
one of the T elements can be described by assigning it to
one or more classes of the function between fF1, F2,⋯g that
each class of the function F represents a common property of
its members.

In order to be able to detect more than one intrusion by
the sensors, by mapping from the S set to the T ∪ f0g set,
the sensor output vector d = fd1, d2,⋯, dLg is defined, so
that L ≥ P. The element i, the output vector associated with
the sjϵS sensor, in the form of d1ðsjÞ, is equal to one, if the
sensor has detected the possible intrusion of Tk ϵ T ; other-
wise, d1ðsjÞ = 0.

Given the above argument and since each smart sensor
may report a maximum of one of any possible intrusions,
we will have

di skð Þ ≠ dj skð Þ, ⊥i, j, k > 0skϵS, ð1Þ

Unless, d1 skð Þ ≠ dj skð Þ: ð2Þ

Now, using the definitions and hypotheses of the game,
the matrix of the M system is defined by describing the rela-
tionship between the output vector of the sensor j and the
subsystem i as the matrix (3):

Mi,j =
1, if the sensor j alerts for intrusion i,

0, if the sensor j does not alert for intrusion i:

(

ð3Þ

In Figure 2, the parameters t1, t2, and t3 are as threat tar-
gets of subsystems 1, 2, and 3 by the attacker; nt1 and nt2
identify the operator of not attacking by the attacker; a1, a2,
and a3 warnings show the intrusion detection system alerts
for relevant subsystems; and na1 and na2 indicate an alert
from the intrusion detection system.

The tree modeled in Figure 2, representing an example of
the proposed game with two information sets and three sub-
systems, may be studied by a reversible method. In the first
set of information, where the threat t1 defined by the attacker
targets the first subsystem, or does nothing (nt1), the whole
applications of the intrusion detection system are an alert
report for the first subsystem with a1 identifier or not sending
an alert with a2 identifier. Consequently, using the game tree,
Figure 2 and definitions may be employed to show the matrix
of 2 × 2 games and how the strategies work in Table 1.

Always α, β ≥ 0.
The parametersQIDS andQAttack defined in Table 1 repre-

sent the values of the profit function of each player and sim-
ilar rows and columns like the matrix, performance, strategy
spaces of the players, the intrusion detection, and attack sys-
tem. The −αh value is the gain of the intrusion detection sys-
tem for the target detection alert report. On the other hand,
αf and αm indicate the costs of the detection system for false
alarms and attack loss. The cost of βh shows the penalty for
the attacker, and −βs shows the gain of an undetected
intrusion.

As a result, strategies of the player’s intrusion detection
system depend on the relative values of αf and αm and false
alerts and the cost of losing an attack and threat. If αf > αm,
then the intrusion detection system will not have an alert
(nα identifier), and in the other case, if αf > αm, then the
intrusion detection system will always specify an alert (α
identifier).

5. Finding the Best Response and Analyzing the
Nash of the Game

The study of Nash equilibrium existence in a game has two
advantages. First, if we have a game with Nash equilibrium
assumptions, we can hope that the attempt to find balance
will be successful. The second and the more important is that
the existence of equilibrium indicates that the game is com-
patible with the mode-space solution. Moreover, the equilib-
rium existence for a family of games allows us to study their
properties without finding them explicitly or being faced with
the risk of studying an empty collection.

The presence of Nash equilibrium in the QIDS matrix is
investigated. We develop the results by considering strategies
similar to those players defined in the form of probability dis-
tributions on the space of certain strategies. It is supposed
that P1 and 1 − P1 are the probabilities of the t1 and nt1 strat-
egies of the attacking player and that q1 and 1 − q1 are the
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probabilities of the strategies a1 and na1 of the intrusion
detection system. Pair ðP∗, q∗Þ proposes a noncooperative
Nash equilibrium solution for 2 × 2 matrix game operator ð
QAttack,QIDSÞ provided that the inequalities (4) and (5) hold
true given the fundamental theorem of Nash equilibrium.

p∗1 βhq
∗
1 − βs 1 − q∗1ð Þð Þ ≤ p1 βhq

∗
1 − βs 1 − q∗1ð Þð Þ, ð4Þ

p∗1am + q∗1 af − af + ah + am
� �

p∗1
� �

≤ p∗1am + qi af − af + ah + am
� �

p∗
� �

,

ð5Þ
where 0 ≤ p1, q1 ≤ 1. The only solution for the set of

inequalities presented as the parameters of the best response
is to form a unique Nash equilibrium of the game obtained
through

p∗1 =
af

af + ah + am
, ð6Þ

p∗1 =
Bs

Bh + Bs
: ð7Þ

In addition, the equilibrium costs of the attacker Q∗
Attack

and the intrusion detection systemQ∗
IDS for the designed sub-

system matrix of Table 1 are obtained from

Q∗
Attack = p∗1 1 − p∗1ð Þ½ �QAttack q

∗
1 1 − q∗1ð Þ½ �T , ð8Þ

Q∗
IDS = p∗1 1 − p∗1ð Þ½ �QIDS q

∗
1 1 − q∗1ð Þ½ �T : ð9Þ

Given the Nash equilibrium equations (6) and (7) and the
best response parameters of the (8) and (9) equations, the
likelihood that the attacker will attack and target the first sub-
system at the Nash equilibrium point is reduced by a decrease
in af since the lower the cost of not reporting an alert to the

intrusion detection system, the more likely it is to set an alert
and trap the attacker. Then, of course, increasing an and am
plays a key role for the attacker, and −βs the likelihood that
the intrusion detection system will detect an alert is affected
by the attacker’s gain from successful intrusion.

The parametric analysis for the second set of information
is examined by establishing a relationship between costs in
subsystems two and three and in the form of a 2 × 2 matrix
in Table 2.

In Table 2 αd and −βd are the deception costs for the
intrusion detection system and attack. It can be assumed that
αd > αm and βd > −βs since the lack of alert of the intrusion
detection system is much more costly than the lack of attack,
and the attacker disrupts the security mechanisms by deceiv-
ing the intrusion detection system. Let us assume that �p1, �p2,
and 1 − �p1 − �p2 are the probabilities of t2, t3, and nt2 strate-
gies of the attacker, and assume that �q1, �q2, and 1 − �q1 − �q2
are the probabilities of the a1, a2, and na2 strategies. The
intrusion detection systems’ operating strategy is presented
with relative values such as

�p∗1 = �p∗2 =
af

2af + 2am + ah−ad
, ð10Þ

�q∗1 = �q∗2 =
βf

2βs + βh − βd
, ð11Þ

if βd < βhβd<βh
and ad < 2af + 2am + ahad<2af +2am+ah . Finally,

the Nash equilibrium strategy of the intrusion detection sys-
tem may be presented in the form of

a1 with probability q∗1
na1 with probability q∗2

, InfoSet 1,

a2 with probability �q∗1
a3 with probability �q∗2
na1 with probability 1 − �q∗1 − �q∗2

, InfoSet 2:

8>>>>>>><
>>>>>>>:

ð12Þ

Attacker

InfoSet 1 InfoSet 2

t1

a1 na1 a1

a2 a3 na2 ... ...
na1

t2 t3nt1
nt2

Figure 2: The extended form of the game with 2 information sets and 3 subsystems.

Table 1: Parametric description of similar strategies of the first
database.

t1 βh −βs t1 −ah αm

QAttack nt1 0 0 QIDS nt1 af 0

a1 na1 a1 na1
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6. Evaluation and Validation of the Proposed
Game Model

Today’s intrusion detection system’s architecture is a passive
information-processing model.

Nevertheless, with the abundance and complexity of
security attacks, intrusion detection systems cannot distin-
guish between the real intentions and target of the attackers.
To correctly identify and detect the target of an attack, intru-
sion detection systems must be able to process the attack
information in the text. Through establishing a network of
sensors in the system and by a theoretical analysis of the
game’s sensor output data, the attacker’s behavior, intention,
and target may be modeled. In addition, due to the flexibility
of the proposed game model, not only attacks targeting the
specific parts of the network but also single targets such as
processes distributed across multiple physical subsystems
may be detected. Besides modeling the attacker’s behavior
and intention, the game’s theoretical framework may be
employed in order to analyze and model the response process
of the intrusion detection system through calculating the
relationship between security succession and statistical
points. The response and reaction of the intrusion detection
system vary from a simple alert setting to a high-cost recon-
figuration of the system, including shutting down relatively
less important services in the system.

In this section, the theoretical framework of the proposed
game is first validated by performing numerical experiments
in MATLAB software environment and augmentation, and
to investigate and explain the Nash equilibrium of the
numerical samples, in mixed and behavioral strategies, the
attacker’s vector with application of t1, t2, t3, nt1nt2 and the
intrusion detection system’s vector with application of ½a1,
a2, a3, na1na2� were related; and the Nash equilibrium was
calculated according to equations (6), (7), (10), and (11).
Then, by entering the proposed game model into the IoT
using cloud-fog-based IDSaaS, a potential application is
presented.

As the intrusion detection system and the potential
attacker interact and play in several different strategies in
the proposed game model, the game results are observed

and recorded at each stage. We present and calculate some
statistical points from these results.

The optimal smart thing rate criteria as an attacker have
been considered by choosing release and the possibility of
subsequent infection. The reason for choosing this criterion
may determine the effective parameters on the behavior of
a smart thing in the network, as well as the principles of
timely judgment about whether the attacker’s smart thing is
infected or not.

The parameters of various game strategies have been spe-
cifically evaluated in software experimentation, although if
the values of these parameters are logically changed, similar
trends towards statistical points can be reached. Thus, given
the parameters of different strategies, it is believed that the
following numerical results are helpful for showing the char-
acteristics of the proposed game model and they can be easily
reproduced for more specific situations.

The parameters used to evaluate the proposed method in
this research are time, correct detection rate, reporting rate,
and emission rate of the infected smart object. The faster
intelligent sensors can detect and report an attacking smart
object, the faster the propagation rate converges over time t
, which prevents malware (attacker) from spreading across
layers of the Internet of Things.

Obviously, a higher detection rate and a higher reporting
rate (alert) allow IDSaaS to more easily trap an attacking
smart object, which in turn, as shown in Figure 3, causes
the malware in attacking smart object makes less effort to
propagate, which reduces the propagation rate.

In addition, lower reporting rates mean that attacker
detection rates are reduced and the privacy of IoT networks
cannot be adequately protected for research purposes, so it
can be concluded that an attacker is a smart object. Release
at a higher rate means that the intrusion detection system is
less likely to detect that attacker. As expected, the actual
implementation trends in Figure 3 confirm the analysis
presented.

However, different factors have different impacts on the
players in the proposed game model, affecting the rate of dif-
ferent detection strategies and the release rate.

Table 2: Parametric description of similar strategies of the second
information set.

t2 βh βd βs

QAttack

t3 −βd −βh −βs

nt2 0 0 0

a2 a3 na2
t2 −αh αd αm

QIDS

t3 αd −αh αm

nt2 αf αf 0

a2 a3 na2

Always α, β ≥ 0.

0.25
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Figure 3: Release rate of an aggressive smart object based on the
parameters of detection rate and reporting rate.
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Table 3 includes a comparison of the proposed model
with the three models in other articles.

7. Conclusions

In the present study, a strategic, dynamic, and complete game
model has been defined to detect the intrusion of attacks in
IoT networks in the distributed intrusion detection system.
An analytical research of the game in the form of 2 × 2matrix
subgames and finding the best response parameters in Nash
equilibrium bring valuable insights for the attacker and the
behavior of intrusion detection. Furthermore, the simple
assumptions proposed to achieve analytical results may be
easily expanded to achieve more realistic scenarios, and
smart intrusion detection system, defined as a software agent,
reports attacks on the large subsystems of IoT using a variety
of signature-based, anomaly-based, feature-based, and
hybrid approaches.

Thus, it can be stated that given the equilibrium solutions
and costs of each subgame in the presented matrices, the
intrusion and attack detection systems specify the perfor-
mance of their strategies. Furthermore, compared to a related
work, the distinguishing feature and the used innovation are
the presentation of a game model to detect attacks on the IoT
between sensor’s nodes and the platform server used to detect
more attacks, correct detection rates, and minimize wrong
detection rate.

Consequently, it is important to note that other common
security measures, as well as the implementation of privacy,
cannot be directly applied to IoT technologies. Therefore,
the development of specific security solutions such as intru-
sion detection systems is essential to allow users and organi-
zations to identify and repair all weaknesses and attacks in
their system. Further, this method has been used in smart
systems efficiently in the future in real-time applications.

Data Availability

Data are available on request through contacting safieh
.siadat@gmail.com.
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