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Biometric systems are widely used by many organisations to protect the data from anomaly users. Unimodal biometric systems
have many problems like noisy data, nonversatility, and nonuniversality. To avoid these problems, multibiometric system is the
most suitable approach where we can integrate more than two individual modalities. Our proposed framework is utilised to
minimize the rate of error while working on the exhibition by utilising the methodology of Ant Colony Optimization in view
of Score Level Fusion strategies. The proposed work will extract the highlights from two distinct modalities of individual
people like iris and face. The proposed frameworks employ ACO as an optimization technique to choose the fusion parameters
called weight to apply the fusion rule for different biometric matcher used for Score Level Fusion mechanism. The matching
scores will be calculated based on the fusion methods like sum, tanh, mean, median, min, max, and product. Our proposed

system implements and analyzes four different types of fusion mechanisms.

1. Introduction

Biometric authentication is a technique commonly used to
determine an individual person by manipulating their phys-
ical or behavioural traits of person. It can be fingerprint, iris,
palm print, or nail print. It is more secure than our tradi-
tional methods like passwords and ID cards, which can be
easily stolen or modified by others. But, it has issues like var-
iation in intraclass sensor data with noise, spoofing attacks,
and nonuniversality. So, it is not possible for a unibiometric
system to solve all the above properties. It drives the research
to develop a multibiometric authentication system that com-
bines information from multiple biometric evidence sources.
Combining multiple biometric features will increase the
accuracy and decrease the number of anomaly attacks [1].
By using a multimodel biometric authentication system,
the information can be integrated with various levels such
as Feature Extraction Fusion, Score Level Fusion, and Deci-
sion Tree Level Fusion methods. Using the Feature Extrac-
tion Fusion, it will combine multiple biometric features of
the same person in the authentication process. By deploying

Score Level Fusion, individual scores with multibiometric
recognition are matched for the purpose of determining
the multimodal score. In the Decision Tree Level Fusion,
some of the logical operations will be performed on multi-
modal systems to obtain the final solution [2]. The Score
Level Fusion system will be comprised of two stages, called
the normalization process and fusion activity. The normali-
zation process will be used to compare the scores of different
traits of the same person with the specified range. By using
this step, we can eliminate the contribution of lower-range
biometric traits [3]. Ant Colony Optimization is one of the
evolutionary approaches that play a major role in multibio-
metrics. It is used for acquiring the optimum solution over
a large population. It is achieved through the searching
and updating of the past history of the particle system [4].
Authentication equipment with biometrics comprises
some physical features like fingerprints, facial-like patterns,
and patterns that include retinal type patterns for verifying
the identity of the user. Biometric authentication is becom-
ing widespread for several functions, as well as network
logon. A biometry template or symbol (an instance sample
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noted by a user having a license) should hold on during
information on the device to match with a brand new
sample given throughout the logon method. Biometry is
typically employed underneath the sensible cards on great-
security platforms. The most widespread kinds of biometry
devices are the following:

(1) Fingerprint scanner: these devices are available from
different vendors for computers and portable
devices. It can be connected through a USB cable
or a PCMCIA card. It is used to scan fingerprints

(2) Face recognizer: it is also widely used by all modern
authentication system to recognise the face images. It
uses digital photographic technology to recognise the
facial images

(3) Hand geometric recognition device: it is similar to a
face recognition system, but instead of face recogni-
tion, hand geometrics will be recognized. A mix of
prisms and lightweight, the images of the hands are
captured in raw format. Nonetheless, every side of
the hand is considered, as well as a few sides such
as the palm, front, and back. Whenever the images
in raw format are considered, the hand with a 3D
picture is created. For catching the better raw
pictures potentially, 5 directing stakes are settled
essentially at a lower place, along with a camera for
guiding the person into appropriately situating their
hand. A genuine blemish with this strategy is that the
photos of those stakes are likewise caught. Subse-
quently, an extra time stretch is expected to base
them out from the raw images

(4) Iris scanner: the recognition scanners for iris work
by enlightening the iris with infrared radiation that
is invisible for selecting the distinctive patterns pro-
vided, they are not observable to the eye. Iris scan-
ners discover and never include some features like
eyelids, eyelashes, and mirror-like reflections, which
generally restrict the iris components

For the past few decades, the most accurate and reliable
biometric authentication has been required for all modern
applications. Any recognition system must satisfy the two
important factors called security and performance [5]. To
obtain a good result, we need a biometric system that will
provide template protection and performance to achieve
robustness. To protect our original biometric templates, a
new concept was introduced with the following require-
ments “cancellable biometric.”

(1) Diversity: it is the derivation of a new template from
the original template

(2) Revocability: it denotes that a replacement model
should be issued if a hold on protected model gets
compromised

(3) Noninevitability: it states that the initial biometric
guide must not be recovered from the protected one
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To confirm the privacy of any user and to stop any risk
of security thieving to boost performance, biometric fusion
has been adopted in recent years, which mixes information
from several biometric modals.

2. Existing System

Many researchers have demonstrated their work on
multibiometric authentication systems with various fusion
parameters. Some of the work is demonstrated here.

Kittler et al. proposed the theoretical framework for
combining classifiers of various fusion parameters such as
the front side of the face, its profile, including voice. The
proposed module verification is done with the help of the
M2VTS database. This database is comprised of speech
with five minutes and eight seconds of video data covering
37 clients, normally belonging to a month. In the experi-
ment, they used some of the classifier techniques, includ-
ing product, sum, min, median, and voting with majority
classifiers [6].

Dalila et al. proposed a hybrid model based on the
GA-PSO approach, which can be used to combine biomet-
ric modalities at the score level. They used three publicly
available multibiometric databases from NIST, XM2VT,
and BANCA to validate the fusion level techniques they
were used with a normalization scheme to perform score
modalities. The results were analysed for EER accuracies
and ROC curves [7].

Latha and Thangasamy. proposed a multibiometric sys-
tem that combines the score of palm print and iris of an
individual person. The threshold value is compared with
the resulting score for taking the decision to accept or reject
the person. This system uses ant colony optimization to
select the optimal threshold value of the person employed.
Results are obtained using CASIA iris and palm print data-
bases, which give lower error rates and higher recognition
systems. It is one of the best models which apply the ant col-
ony optimization to improve the accuracy of biometric
authentication systems [1].

Alford et al. proposed an optimal layout integrating
multiple modalities of score matching, deploying the ratio
including likelihood with common densities. The main rea-
son for generalised density is that some ranges of scores
can be discrete [8]. So, they presented two approaches for
combining the evidence of generalised density. (i) The sum
rule is used to assess the independence of individual traits.
(ii) The copula rule is used to assess dependence between
multiple traits. The experiments are done with the help of
MSU and NIST databases [9].

Table 1 gives the summary of various score normaliza-
tion techniques from the existing work. It has been analysed
and summarised based on the three important features, such
as distribution retainment, outlier sensitiveness, and com-
mon range mapping [10]. The best score normalization
algorithm can be chosen based on the following 3 param-
eters: (1) Less susceptible to outliers (2). Scores should be
within a reasonable range. (3) Preservation of original dis-
tribution [11].
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TaBLE 1: Comparison of various Score normalization algorithm.

SL. No Fusion rule Distribution retainment Outlier sensitiveness Common range mapping
1 Min fusion Yes Yes Yes
2 Max fusion Yes Yes Yes
3 Mean fusion No Yes No
4 Median fusion No No No
5 Sum fusion Yes Yes Yes
6 Tanh fusion No No No
7 Product fusion No No Yes

2.1. Popular Optimization Techniques

(1) Hunger game search [12] is population based opti-
mization technique, which is specifically designed
to solve both constrained and unconstrained prob-
lems. It is designed based on the animals hunger
driven activities. It is conceived on the basis of the
instructions of the logical calculation rules that will
be calculated on the basis of the hunger of the
animals associated with an adaptive weight

(2) Runge-Kutta method [13] is a stochastic component-
based swarm intelligent technique to solve optimiza-
tion problems. The RUN builds a set of guidelines for
the development of a population set in accordance
with the logic of the swarm-based optimization
algorithm by using the computed slope as a searching
logic to explore the promising area in the search
space

(3) The Harris hawks optimizer [14] is a revolutionary
population-based, nature-inspired optimization meth-
odology (HHO).The cooperative attitude and surprise
pounce pursuing technique of Harris’ hawks in
nature serve as the major sources of inspiration for
HHO. Many hawks work together to attack on a vic-
tim from various angles in an effort to surprise it.
Based on the dynamic nature of situations and the
prey’s fleeing movements, Harris hawks can exhibit
a variety of pursuit strategies. In order to create an
optimization method, this study mathematically
duplicates such dynamic patterns and behaviours

Even though all the above techniques mentioned in
Section 2.1 have given good results, it is also having certain
demerits such as requires more computation time [14],
hidden complexity [12], and less global optimization cost
for multi model systems [13]. To address all this above
points, our proposed work designed with ACO with Score
Level Fusion to combine biometric features of iris and face
using highly exploitation and exploration mechanism.

3. Why Ant Colony Optimization

Ant Colony Optimization (ACO)-Marco Dorigo was the
originator of ACO in 1992. It is one of the best techniques
to obtain an optimal solution based on the behaviour of an

ant. In the initial stage, every ant has the same amount of
pheromone level, which has been compared to each other’s
resources and similarity based on their position to get the
best outcome in further iteration. The major important fac-
tors in ACO are called evaporation factor and Q-pheromone
constant (these values are always less than 1). The initial
value of every ant is chosen randomly from the available
possible range of value [15].

An ant is a social insect which lives in colonies. The main
goal of an ant is to search for food. When it is searching for
food, it will look after the neighbouring colonies. An ant
moves from one place to another in search of food. When
it is moving from one place to another, it leaves a small
organic component called pheromone. Ants communicate
with one another through pheromone trails. When a certain
amount of prey is found, it conveys up to the extent limit.
The pheromone is stored while returning the way in light
of the amount and its nature. The prey is observed by the
ant. Thus, the remaining ants observe and follow the same
path. The way is picked depending upon the level of phero-
mone and its likelihood, and all the maximum ants follow
the same way. In the meantime, the quantity of pheromone
deposited increases in a specific way.

The mechanism used by ACO is “exploitation and explo-
ration.” [16]Exploitation is a mechanism used to obtain the
best solution among all the possible solutions and make
other ants follow the best solution. Exploration is a mecha-
nism that is used to identify the most promising path in a
given workspace.

These are the steps that will be followed in ACO.

(1) Ants travel randomly from nest to destination by
leaving the pheromone trails along the path and
returning to the nest after taking the food. In this
process, shorter paths will be identified by leaving
more pheromone trails

(2) Ants normally follow the shortest path possible from
all possible directions

(3) After evaporation of pheromone trails and updation
of the shortest path, the longest path will not be
available for the ants to travel. This evaporation pro-
cess will help all the ant members follow the shortest
path rather than the longest path by leading with one
ant. This is done with the help of pheromone trails



3.1. Algorithm for Pheromone Updation of Every Ant. For
every ant, objective function will be calculated based on the
pheromone updation.

p is the evaporation factor, Q is the pheromone constant,
E is the error calculated, T, (t) is the i solution pheromone
level

If i™ solution is selected in i™ iteration

e n=pa s (9) W

T (t+1)=p77, (1), 2)

The objective function G = CFA*FAR (&) + CFR*FRR («)
where CFR + CFA = 2.

3.2. ACO Based Proposed Model. The population of ant is
initialized in the D-dimensional space. Every ant can be rep-
resented as X4 = (X,1> X+ Xyp) 0 Which m represents
the m™ solution and dimension D. Due to Score Level
Fusion, every ant has “N + 2” dimensions in which 2 repre-
sents the number of modalities used in the proposed work.
Every ant can be represented with four factors.

Xmd={W1, W2, a, F}. (3)

W1 is the weight of modality 1, W2 is the weight of
modality 2, « is the threshold value, and F is any one of
the fusion method described in Equations (4)-(10).

3.3. Contribution of ACO. The primary augmentation of the
proposed research deals with ACO for the premier choice of
the authentication parameters needed for the fusion of
multimodal biometrics. For the discrete area requirements,
it is also a well-described and probabilistic approach [17].
It is easy to put into force and is less afflicted by the local
minimum paradigm when compared with PSO. The subse-
quent motion for every ant relies upon the pheromone
quantity deposited in the direction, and the better awareness
is that it drives the ants to search for that route. But, the
ACO algorithm does no longer provide the popularity of a
path. Subsequently, there may be a necessity to introduce
the update mechanisms in order to diagnose the local and
global answers. They will have provisions for the ACO with
local and global updates. With this approach, the idea of
global and local updates is borrowed from PSO and applied
for updating the possibilities for selecting each direction.
The selection of each best path is chosen between lower
and upper values of probabilities [18]. Due to these added
advantages, ACO-based technique may operate with notice-
ably lower error rates than the commonly used PSO and
especially score level fusion produces better performance
with a lower error rate than other fusion mechanism.

4. Fusion Methods Adopted in Our System

There are different varieties of fusion mechanisms available
under the umbrellas of serial, parallel fusion. Selecting the
best fusion mechanism gives the better performance in
multibiometric authentication system. There are lot of score
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level mechanisms have been proposed in later research. But,
the majority of these mechanisms are focuses to improve the
accuracy of the fusion mechanism. All those mechanisms are
not directly comparable, which are proposed for different
purposes. There are lots of factors that are existing to com-
pare directly those mechanisms such as size of the dataset
and quality. But, all these factors directly impact the perfor-
mance of the system [19]. In this manner, it is hard for one
to pick the best fusion strategy. We should not consider only
the accuracy of fusion mechanism to choose the best mech-
anism. So, when we are selecting the fusion mechanism, the
following factors need to consider for the better performance
of our proposed system [20].

(i) Resource availability
(ii) Merits of the approach
(iii) Security system requirements

Based on the above three factors, Score Level Fusion
is one of the most suitable techniques for the proposed
multibiometric authentication system. Because our match-
ing score contains enough information to obtain genuine
case of a person, so combining information from individ-
ual modalities is easier in Score Level Fusion method
[21]. There are three types of Score Level Fusion technique.
(i) Transformation-based Score Level Fusion. (ii) Classifier-
based Score Level Fusion. (ili) Density-based score level
fusion [22].

4.1. Mean Fusion. It is a method which combines the face
and iris score by taking their mean value. The final score
of mean fusion (SFy,,,) is given by

SFg, = (x * Sjpig_p Ty * ‘ZFACE +2 % Spprs 1) ’ (4)

where S;p;¢_x is the score of right iris, Sp,p is the score of
face, S;p;s_; is the score of left iris, and x, y, z are the weights
associated with various traits. The Final score (SFp.;) is
compared against with the threshold value. Based on the
result, it authenticated the person is genuine or not.

4.2. Min Fusion. This method is used to obtain the minimum
score of the unimodel trait scores in the multimodal score
value.

SFpinal = min (Sris_g> Space> Siris-1)- (5)

4.3. Max Fusion. This method is used to obtain the maxi-
mum score of the unimodel trait scores in the multimodal
score value.

SFpinal = Max (Sris_r> Srace> Stris-1)- (6)

4.4. Sum Fusion. If there is a more noise which leads to
ambiguity, so the individual classifiers posterior probabilities
need to be computed such way that should not deviate from
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FIGURE 1: Architecture of multimodel biometric authentication system.

prior probabilities. The sum of those matching scores is
given by

SFginal = Stris-r + Space * Siris-r- (7)

4.5. Product Fusion. When there is different biometric trait
that is mutually independent, the independence assumption
of the multibiometric model can be measured by production
fusion rule.The product of those matching scores is given by

SFrinal = Stris-r * Space * Siris-r- (8)

4.6. Tanh Fusion. The individual traits of the multibiometric
model are combined by tanh hyperbolic sum of the score.

SFpina = tanh (Spis_g) + tanh (Sgacg) + tanh (Siris)- (9)

4.7. Median Fusion. This method is used to obtain the
median score of the unimodel trait scores in the multimodal
score value.

(10)

SFpina = median(Sigis_r> Space> Stris-1)-

5. Proposed System

Our proposed system was an ACO-based multibiometric
authentication system which improves the overall perfor-
mance by using a Score Level Fusion technique. It extracts
the two features of the individual person called the iris, face.
The proposed system contains two phases. The first phase is

FIGURE 2: Comparison of original image and histogram equalized

image.
I
—
—
0

FiGURE 3: Rubber sheet model.

called the registration phase—which is collecting the images
of the face and iris of the individual person and storing them
in the respective database. The second phase is called the
authentication phase—the face and iris features extracted
from the person are compared with existing scores of face
and iris stored in the database, which is called SIRIS-R,
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FIGURE 4: Execution flow of working model.

SFACE, and SIRIS-L. In this work, ACO is used as an opti-
mization technique to select the fusion parameters SIRIS-
R, SFACE, and SIRIS-L. The fusion rule is used to score level
fusion. If the result is above the threshold value, then the
user is considered genuine; otherwise, the user is an impos-
ter. Figure 1 shows the architecture of proposed system.

5.1. Face Extraction. There are 3 phases in face feature
extraction. First phase is called preprocessing, which is used
to detect the facial images and identify the centre position
location of the right and left iris of eyes. It is also used to
measure the angle of our facial images (which is very helpful
to adjust the head position of the image during authentica-
tion). Second phase is called image enhancement, which is
used to improve the quality of the image. Third phase is
called feature extraction; the facial images are transformed
with the image size of 40 x 80 by using the mean variance
normalization method or histogram equalization method,
which is mainly used to remove the noise present in the
image. Finally, by using the Manhattan distance formula to
match scores calculated [23].

5.1.1. Histogram Equalization Method. It is one of the effi-
cient image processing techniques, which are used to
enhance the contrast of an image based on histogram [22].
To improve the contrast of an image, the most frequently
pixel density values spread to entire image. By using this
approach, the lower density pixels area of an image adjusted
to higher density pixels. Because of this, the contrast of an

h(xj,yj, xc,yc)r) =

Second phase is called normalization. It is used to gener-
ate fixed dimension features of the image. Daugman pro-
posed a model called rubber sheet model which is used to
map the each points in the (x, y) region to any polar coordi-

image enhanced. Effectiveness of histogram equalization is
shown in Figure 2.

5.2. Iris Extraction. There are 3 phases in iris feature recog-
nition. First phase is called segmentation, it is used to sepa-
rate the image of both the eyes from the whole image by
using inner boundary and outer boundary method. There
are 2 types of algorithms for iris segmentation which was
proposed by Daugman and Wildes.

Daugman proposed segmentation method using integro-
differential operators. It uses circular edge detectors to detect
the outer and an inner boundary of the image. It is also used
to detect the upper and lower boundaries of eyelids [24]. It is
mathematically represented in the following form:

Ga(r)* (6> J I(x) y) dS
0r) Jrxop0) 2707

where r is the radius, (x, y,) is the centre coordinates of eye-
lids, () is the Gaussian smoothing function, and I(x, y) is
the eye image.

Wildes proposed segmentation method using image
intensity gradient and Hough transform [25]. Hough trans-
form is a technique which is used to detect the parameters of
any geometrical objects. Normally, for iris extraction, circu-
lar Hough transform is used to detect the centre position of
iris regions [26].

max (7, x0, y0)

, (11)

0 ifg(xj,yj, xc,yc,r> =0,

1 otherwiseg(xj,yj, xc,yc)r> = (x]- - )2 _ (xc —yjc)z -7

nates (7, 0). It is used to convert the images into fixed rectan-
gular images. It was shown in Figure 3.

Third phase is called feature extraction. It is similar to
face extraction.



Wireless Communications and Mobile Computing 7
TaBLE 2: Fusion of face, left iris. TasBLE 3: Fusion of face, right iris.
Th FAR (%) FRR (%) Th FAR (%) FRR (%)
0.8 0.2 23.95 0.8 0.19 22.27
0.9 0.4 21.25 0.9 0.5 18.67
1.0 1.3 18.11 1.0 0.8 16.19
1.1 2.8 15.74 1.1 2.8 14.51
1.2 4.3 13.16 1.2 4.3 12.26
1.3 6.4 11.02 1.3 6.4 10.79
1.4 9.8 7.19 1.4 9.6 7.19
1.5 11.7 4.83 1.5 10.9 4.83
1.6 14.0 3.14 1.6 12.9 3.14
1.7 16.1 1.46 1.7 14.4 0.89
1.8 18.9 0.44 1.8 16.6 0.56
1.9 21.3 0.22 1.9 19.8 0.11
Figure 4 represents the execution flow of our proposed ) o
system. TaBLE 4: Fusion of left iris, right iris.
) Th FAR (%) FRR (%)
6. Experimental Results 010 503 o1
Cost Factor Analysis (CFA) is used to determine the fusion 0.41 10.23 0.3
parameters in ACO algorithm. It makes the algorithm to 0.42 8.66 0.8
run faster [27]. Fusion parameters are calculated for every 043 731 1.7
numeric value of CFA, which starts 1 and decreases 0.005 044 551 23
in every step to obtain the optimal solution. All the experi- 045 371 33
ments are done in the range (0.005, 0.01) and finally we
found that 0.01 is acceptable parameter. There are 15 ants 046 2.58 4.9
involved to converge the solution for the algorithm with 50 047 1.99 6.5
iterations. The proposed framework is exhibited with by 0.48 0.89 7.7
using “CASIA-IRIS-DISTANCE” database. It consists of 0.49 0.33 9.1
2639 images under 249 subjects (iris and face). The average 05 0.11 10.7
size of extracted iris is 320 x 280.
The performance of our proposed system was measured
with two parameters called False Acceptance Rate (FAR)
and False Rejection Rate (FRR). It was represented in simple TaBLE 5: Fusion of left iris, right iris, and face.
curve called ROC (Receiver Operating Characteristic) which
plots the two parafmeters callgd FAIfg—probability an)d FRR- Th FAR (%) FRR (%)
probability. FAR determines the numbers of invalid inputs 0.40 10.86 0.1
that are incorrectly accepted by system. FRR determines 0.41 9.47 0.9
the numbers of valid inputs that are rejected by the system. 0.42 8.43 1.7
] o ) 0.43 7.24 2.7
FAR (%) = No of invalid inputs are incorrectly accepted % 100, 0.44 5.85 38
No of samples 0.45 4.68 44
No of valid inputs are incorrectly rejected 0.46 4.04 5.5
FRR (%) = x 100.
No of Samples 0.47 2.87 6.8
(13) 0.48 1.81 7.9
0.49 0.09 8.9
To evaluate the effectiveness of our proposed work, two 0.5 0.01 10.2

individual biometric traits of same person have been used
in our system. Score Level Fusion is used to improve the
security level. It has been done with the help of normalized
scores of iris and face which are combined by using simple
sum rule to carry out the fusion. There are 4 types of fusions
done in our proposed work. Table 2 shows the experimental
results of multimodel fusion of left iris and face. Table 3

shows the experimental results of multimodel fusion of right
iris and face. Table 4 shows the experimental results of mul-
timodel fusion of left iris and right iris. Table 5 shows the
experimental results of multimodel fusion of left iris, right
iris, and face.
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Ficure 5: ROC Curves of various fusion methods. (a) ROC curve shows the fusion of face and left iris with EER 8.36%. (b) ROC curve shows
the fusion of face and right iris with EER 8.62%. (c) ROC curve shows the fusion of left iris and right iris with EER 3.51%. (d) ROC curve
shows the fusion of face, left iris, and right iris with EER 4.54%. The lower Equal Error Rate gives more accuracy in the biometric system, as
per figures, (d) which gives lower EER compare to remaining three fusion methods. So, fusion of left iris and right iris based on multimodel
biometric system which gives the higher accuracy rather than any other fusion methods.

TaBLE 6: Comparative study about various multimodel systems with Score Level Fusion mechanism.

Reference no Author Modality Classification technique Accuracy
[28] Dhameliya and Chaudri Fingerprint + palm print Score level fusion 87%
[29] Andersson and Araujo Skeletal joints and gait KNN 88%
[30] Ankit et al. Ear + face FDA 90%
[31] Le Face ANN 91%
[32] Sheetal et al. Face + iris + voice Score level fusion 92%
[33] Ujwalla et al. Fingerprint + iris Polynomial Kernal 94%
[34] Hesham et al. Face expressions KNN 95.80%
[35] Razzak et al. Face, finger vein Score level fusion 95%
[36] Cui and Yang Fingerprint, finger vein Score level fusion 95%
" Author Left iris + right iris Score level fusion 96.42%
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FIGURE 6: Comparison of proposed system accuracy with existing works.

The following table shows the results of Fusion of face
with left iris. The accuracy results of this mechanism are rep-
resented as ROC curve in Figure 5(a).

The following table shows the results of fusion of face
with right iris. The accuracy results of this mechanism are
represented as ROC curve in Figure 5(b).

The following table shows the results of fusion of left iris
with right iris. The accuracy results of this mechanism are
represented as ROC curve in Figure 5(c).

The following table shows the results of fusion of left iris,
right iris, and face. The accuracy results of this mechanism
are represented as ROC curve in Figure 5(d).

Receiver Operating Characteristic (ROC) graph is one of
the very efficient mechanism to showcase the performance
of biometric authentication system. This graph gives the
visual representation of series of FAR and FRR with different
threshold values. In our proposed system, ROC curves are
used to measure the EER. EER (Equal Error Rate) is where
the FAR and FRR are equal in the curve. Biometric authen-
tication system always expect FAR should be 0%. So, closer
point of equality FAR and FRR in ROC curve gives the better
performance.

The existing works mainly focused on palm print, finger-
print, skeletal joints, and gait, ear, face, voice, face expres-
sions, and finger vein. But, our proposed system is analysed
with various samples of iris and image. Any biometric system
which will produce less error rate gives the better perfor-
mance. In general, EER is used to measure the enhanced
performance of biometric authentication system. Fusion of
left iris and right iris given the less error rate compare to
remaining other three fusion. So, EER of our proposed sys-
tem is 3.51% with fusion of left iris and right iris. The accu-
racy of the proposed system is 96.42%. It is one of the very
effective model which gives higher accuracy compared to
the existing models. The various works related to the pro-
posed system is demonstrated in Table 6. Figure 6 shows
the comparison of our proposed system with existing models.

7. Conclusion

This paper proposed a multimodel biometric authentication
system which combines the more than one trait of the same

person to identify the person is genuine or imposter. Our
proposed system uses two individual traits called face and
iris which was combined by using Score Level Fusion mech-
anism to identify the matching scores. For combining more
than one model, we have proposed extended ant colony
optimization algorithm to normalize our results. The match-
ing scores was calculated using sum rule of fusion level
mechanism which gives better result rather than any other
methods with of my best knowledge. There are 4 types of
fusion mechanism applied to our proposed system. The
experimental results show that fusion of left iris and right
iris gives higher accuracy than remaining three fusion
mechanisms. The proposed system significantly having
advantages like reliability, increase the security and secrecy
of information, accurate, high global optimization cost, and
avoids intraclass variations. It is also having certain limita-
tion such as integration issue (combining both metric). It
takes little bit extra time to combine both biometric features
from ACO using score level fusion.

8. Future Research

All the researchers are focusing on developing a model that
combines only two biometrics of an individual’s trait for
authentication systems. Instead of that, a multimodal system
can be developed with all the biometric traits of a person,
such as the face, iris, palm vein, and fingerprint. Even if
one biometric trait fails, the authentication can be done with
other biometric traits of the person easily, and the accuracy
of the system will be high. There are many optimization
algorithms that have significant advantages with special
features, especially algorithms like monarch butterfly opti-
mization (MBO), slime mould algorithm (SMA), moth
search algorithm (MSA), hunger games search (HGS),
Runge-Kutta method (RUN), and Harris hawks optimiza-
tion (HHO). All these algorithms have only minor disadvan-
tages, such as less global optimization and integration with
multimodel systems. With the help of modern deep learning
algorithms, we can sort out this issue. By combining all these
approaches, a full-fledged hybrid multimodel can be easily
developed.
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