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In order to solve the connectivity problem between multiple islands in the wireless sensor network (WSN) due to large-scale
damage, a multirobot WSN island alliance method based on the local priority of the optimal anchor point is proposed. This
method introduces the idea of priority restoration of local connectivity in weighted networks and uses the optimal anchor
point election mechanism to construct connectivity paths. Compared with existing methods, LPRMA’s local preferential
recovery thinking makes WSN island alliances more adaptable. And LPRMA’s trunk deployment strategy based on optimal
anchor can significantly reduce the path length and the number of trunk deployments for connected recovery. Finally, through
the comparison and simulation experiments with the existing methods, the results show that the proposed method can
effectively improve the efficiency of WSN island alliance while satisfying the constraints of lower network delay and higher

robustness.

1. Introduction

Wireless sensor network (WSN) is a multihop self-
organizing network system formed by wireless communica-
tion by deploying numerous microsensor nodes in its moni-
toring area. It integrates distributed information processing
technology, sensor technology, embedded computing tech-
nology, and communication technology and can monitor,
perceive, and collect information about various environ-
ments or target objects in the network monitoring area in
real-time. It has been widely used in military surveillance, fire
detection, target tracking, and wireless security [1] and has
become an integral part of the Internet of Things.

As an important measure of the quality of the WSN ser-
vice, connectivity determines whether the information col-
lected by sensor nodes can be transmitted to the base

station (Base Station, BS for short) in a timely and accurate
manner, which is the premise of the WSN application [2].
However, when the WSN suffers large-scale damage, it is
likely to cause many wide-bound coverage holes inside the
WSN, forming multiple subwireless sensor networks that
are not connected, thus destroying the connectivity of the
WSN. This phenomenon is called the islanding effect, as
shown in Figure 1. Therefore, it is of great significance to
restore the connectivity of WSN by aligning various network
islands to restore the WSN’s recovery function.

For the connectivity repair problem of the islanding
effect caused by large-scale coverage holes in WSN, the pro-
posed solutions can be divided into two categories: one is to
reestablish the connection between islands by relocating the
remaining surviving nodes from each island to reconstruct
network connectivity [3-6]. Joshi and Younis proposed an
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FIGURE 1: WSN damage situation.

autonomous repair approach (AuR) that relocates to an
assumed preknown regional center [3]. In AuR, the recovery
process is guided by extending the neighbors of the faulty
node towards the faulty node, so that the topology within
the island is extended. Lee and Younis uses a distributed
algorithm to optimize the layout of the relay nodes using
minimum Steiner trees (DORMS) [4], selecting a suitable
node from the existing nodes on each island as the relay
node, and then moving the relay node from the island to
the deployment center. When the communication range of
each relay node overlaps with each other, the network con-
nection can be restored. However, when the network is
destroyed on a large scale and forms multiple islands, such
methods cannot effectively repair network connectivity
because the resources and capabilities of the sensor nodes
themselves are limited, which makes them unable to move
for long distances. Therefore, another method is to restore
connectivity between islands by deploying additional relay
nodes, at which point the connection restoration problem
becomes to determine the minimum number of relay nodes
and their locations to form data routing between each pair of
islands. The repaired network topology formed by such
methods has strong scalability and is very suitable for island
alliances in self-organizing networks. Senel and Younis [7]
proposed a heuristic algorithm based on a minimum span-
ning tree (MST). The algorithm performs the filling by mov-
ing the relay nodes along the edge of the island or finding a
point within the island. Han et al. proposed to deploy addi-
tional relay nodes between each pair of target nodes and
construct multiple disjoint paths to restore network connec-
tivity [8]. A connectivity restoration algorithm with the abil-
ity to handle single-node failures is studied by reference [9],
which achieves network connectivity by building a backbone
polygon around the center of the damaged area and deploy-
ing relay nodes to connect each outer island to the backbone
polygon. In [10], Lee et al., a two-vertex recovery strategy is
constructed between each pair of islands or a single island to
reduce the number of deployed relay nodes and improve the
efficiency of the construction of the network topology
according to the degree of the average node. Liu et al. pro-
posed a path planning strategy for mobile data collection
[11], called double approximation of anchor points (DAAP),
which aims to achieve full connectivity of islands in wireless
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sensor networks with shorter paths and deploying the fewest
relay nodes.

Although the literature [7-15] all use the optimal
deployment path to deploy additional relays to damaged
areas under certain constraints to restore network connec-
tivity, they all ignore the impact of secondary disasters on
the alliance of WSN islands, making the WSN network less
robust. In addition, most of the existing island alliances
adopt incremental alliances [16-19], which not only reduces
the efficiency of island alliances but also seriously affects the
processing progress of the islands themselves and greatly
increases the network delay after island alliances.

Given the shortcomings of the above-mentioned island
alliance method, we propose a multirobot WSN island alli-
ance method based on the optimal anchor point local prior-
ity. This method starts with path optimization, network
robustness, and network delay. Appropriate anchor points
and planning the optimal deployment path of relay nodes
deploy additional relay nodes in a multirobot cooperative
manner to restore the connectivity between islands. The
main contributions of this paper are summarized as follows.

(1) In order to improve the ability to deal with second-
ary disasters after the network connection is
restored, the multianchor point problem is pro-
posed, that is, different optimal anchor points are
selected for different islands. A formulaic description
of the problem is given by using an integer linear
programming model combined with multiple
constraints

(2) To improve the efficiency and reduce network
latency after disaster recovery. Based on the optimi-
zation problem of multianchor points, the local pri-
ority recovery strategy is designed

(3) From the three evaluation indexes of relay deploy-
ment number, deployment time, and a number of
surviving nodes in the network after a secondary
disaster and network delay, comparison simulation
and practical experiments are carried out with the
existing WSN island alliance method to verify the
effectiveness of the proposed method

This approach is characterized by

(1) Using multianchor connections, that is, selecting
multiple connection points in an island to connect
to other islands. When a connection point fails in
an island, the entire island does not lose its connec-
tion to other islands. To ensure that the entire net-
work is still in a connected state, which greatly
enhances the robustness of the network

(2) The priority recovery strategy for the local area is
beneficial to processing transactions within the net-
work after the network is damaged in a large area.
After the local area network is restored, some trans-
actions belonging to the current local area network
are processed, and the remaining global transactions
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are processed after the entire network is restored,
which reduces the probability of network transaction
processing conflicts and effectively improves the pro-
cessing efficiency of network transactions, and
reduces network latency

(3) The total length of the recovery path is minimized
under the condition that the network is fully con-
nected, which greatly reduces the number of relay
nodes deployed. The deployment time during recov-
ery is less than that of the existing solution

The rest of this paper is organized as follows. Section 2
describes the model of the system and provides a formulaic
description of the problem to be solved. Section 3 introduces
the proposed method in details. The simulation results are
shown in Section 4 to verify the effectiveness of the proposed
algorithm. Section 5 deals with the conclusion.

2. System Model and Problem
Formulation Description

2.1. Hypothesis of System Model

2.1.1. Network Model. The WSN consists of sensor nodes, all
of which are randomly distributed within the square region.
The WSN MAC layer adopts the IEEE 802.15.4 standard
and the network layer adopts the TEDG-WMR data collection
protocol. WSN is abstracted as a connected graph, which is the
set of all nodes in the perceptual region and is the set of edges
between connected nodes. In addition, nodes have the same
maximum perceptual radius and communication radius, and
it is possible to know their position by positioning algorithm.

2.1.2. Robotic Model. There are robotic m in the area and the
number is more than the number of islands. The communi-
cation radius and perception radii are rc and rs, respectively,
and the robotics can be assigned to the corresponding anchor
point by means of anchor search. It ignores acceleration and
braking time, i.e., constant speed v and the same efliciency
during deployment. Furthermore, we assume that the trunks
deployed by the robot are common sensor nodes and their
load and communication capabilities are sufficient for the
LPRMA solution.

2.1.3. Island Model. The network is divided into N(N > 3)
islands, denoted. Each island has a different number of static
sensor nodes with different initial energy EO and the same
maximum transmission power and maximum transmission
range. In addition, property information is known for all
surviving nodes themselves. Anchors node in islands can
collect data that sense other nodes in islands. Each anchor
has enough storage space to cache collected data. When con-
necting with other island anchors, the data stored in the
anchor can be exchanged by employing relay nodes.

2.2. Problem Formulas. As a basis for analyzing and solving
the LPRMA problem, the LPRMA formulaic description
plays an important role. Based on the hypothesis of Section
2.1 system model, we give the relevant symbols and defini-

tions (see Table 1). The goal of LPRMA is to divide all iso-
lated islands into local networks and select several suitable
anchors from the isolated islands. The network is fully con-
nected by constructing a multiclosed loop path between all
anchor points. Establish a formulaic description of the
LPRMA problem by following the principles of multianchor
connection and local preferential recovery.

The core of LPRMA lies in the choice of the most suit-
able anchor node in the island. In addition, both local and
global network connections follow the multianchor
approach, so that the number of anchors on each island is
not less than two. The determination of the optimal anchor
point of the island is to model all the islands in the local area
as a graph G, and the nodes in the island are represented by
the vertex 77, in G. If the two nodes ; and 77, in the island are in
a connected state, then there is an edge between v; and v;. Let
x;- be a binary variable, if the node j is located at the position i,
it is represented by the x| = 1, x} = 0. When this condition does
not hold, it means that node j is selected as the most suitable
anchor point. The choice of the most suitable anchor point
is determined by the cost CT\,,y, of the path between the cur-
rent island node and the other island center. Moreover, in the
process of finding the most suitable anchor AP, we also con-
sider the energy cost U, of the multirobot deployment relay
node under the condition that the robot has fixed consump-
tion CT,, = U,q", + U,q%. Thus, the connectivity restoration
cost of the LPRMA problem is obtained CT':

Objective function
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TaBLE 1: Symbols and definitions.
Symbol Definition
) Island collection
n Collection of island’s nodes
"4 Collection of island centers
m Number of nodes in the island
N Number of islands
G Number of anchors in each island
CT oo Path cost between islands
CcT,, Relay deployment energy cost
K Number of node groups
Cyi Collection of nodes in a group
u; Island centroids collection
(0] Global network zone
A Node degree
T Network affairs
L Local network collection
Sgxt Outreach islands
Rc Relay node communication radius
z Delayed evaluation function

dist(s;, 5;,1) < R,Vs; €8, i < ‘R"’

or’Rlb’. (10)

In the above LPRMA optimization problem (1)-(10)

(i) Constraints (2) and(3) ensures that the i position is
not used by multiple nodes at the same time and that
only one anchor is determined at the same time

(ii) Constraints (4) and (5) ensure that the node selected
as the anchor point has relatively good stability, and
the process of finding the anchor point is only car-
ried out in the range where the two isolated islands
are close to each other, avoiding the need for two
isolated islands computation of nodes in the range
far away from each other. Among them

(a) A, is the degree of node in the island before network
damage

(b) )tp is the degree of the node in the island after the
network is damaged

(c) E is the energy state of the node

(d) d(y,,y,) is the distance between the centers of the
two islands

(iii) Constraints (6)—(8) specify the number of robots to
be used in the connection recovery process. Of which
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(a) |0, is the number of islands within the local area
network

(b) |v| is the number of local area networks

(c) g% is the number of connected recovery robots
within the local area network

(d) q¥% is the number of connectivity recovery robots
between local networks

(iv) Constraints (9) and (10) ensure that there is at least
one valid routing path between every two islands in
the local network or the global network. Among
them

(a) 8" is a collection of islands in the local area network

(b) 8% is a collection of outreach islands between local
networks

(c) R' is the set of relay nodes deployed in the local area
network

(d) R is the set of relay nodes deployed between local
area networks

(e) |R"| is the number of relay nodes deployed in the
local area network

(f) |R®| is the number of relay nodes deployed between
local area networks

3. LPRMA Solution

During the deployment of the trunk node, a path is formed
between the most suitable anchors visited by the robot. If the
path is too long, it will increase not only energy consump-
tion but also the number of trunk nodes deployed. There-
fore, it is the main goal of LPRMA to select the most
suitable anchor and plan the shorter trunk node deployment
path.

3.1. Theoretical Model Solving. Nodes that satisfy constraints
(2)-(5) in a collection of island nodes serve as candidate
anchors to connect with other islands. The process of finding
an island candidate anchor is summarized as an integer lin-
ear programming problem and set to M.

For the solution of problem M, M is first relaxed, that is,
the 0-1 value of x;'. is abandoned, to obtain the relaxation
problem Q. Record the optimal solution of Q and the
obtained minimum value, if the obtained solution is an inte-
ger solution, then the solution is the optimal solution of the
candidate anchor point. Otherwise, the obtained candidate
anchor point solution is used as the initial lower bound of
the optimal solution of the problem, and the initial upper
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bound is set as +0o.
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When the optimal solution of the relaxation problem Q
of candidate anchor points is not an integer solution, the
original integer programming problem M is divided into
the following two subproblems.
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In any subproblem, select one of the variables that do not
satisfy the integer requirement of the candidate anchor point
for processing, divide a candidate anchor point subproblem
into two subproblems subject to further constraints by adding
a pair of mutually exclusive constraints, and force Variables
that are not integers are further approximated to integer values,
and the noninteger field between two integers is removed at a
time to narrow the search area. Therefore, if the subproblem
does not meet the integer requirements of candidate anchor
points, it will continue to branch downward.

By continuously branching and solving each subproblem,
the upper and lower bounds will be continuously revised. The
lower bound is usually determined by the minimum target
distance value between the anchor point of the subproblem
and the center of the corresponding island, while the upper
bound is determined by the optimal candidate anchor that
has been obtained to confirm.

Search for iterations according to the above steps. In
each search process, whenever the lower bound is modified,
all subproblems that have not been solved should be checked
and those subproblems whose objective function value is less
than the new lower bound should be checked. To improve
the calculation process, the solution of the candidate anchor
point is based on the constraint condition (5), and the nodes
in the island are first selected, but the constraint may have a
very small probability that no integer solution of the candi-
date anchor point can be found. At this time, the constraint
of constraint condition (5) should be ignored, and then the
solution should be resolved. Otherwise, the integer solution
obtained during the search is the optimal solution for the
candidate anchor, and finally, based on constraints
(6)-(10), the nodes corresponding to the optimal solution
for the candidate anchor are selected to satisfy the objective
function. The node of (formula (1)) is the island’s most suit-
able anchor AP. When the most suitable anchor point AP is
determined in all isolated islands, the WSN connectivity is
restored through the deployment of relay nodes between
the one-to-one corresponding APs by the robot, following
the principle of local preferential recovery.

3.2. Algorithm Implementation. In the process of restoring
the connectivity of isolated islands, the LPRMA algorithm
includes three stages, namely, the determination of the cen-
ter of the isolated island, the restoration of connectivity
within the local area network, and the restoration of connec-
tivity between local networks. The specific implementation
of the three phases is as follows:

3.2.1. Determination of Island Center. The center of the island
is a point that can represent the position of the island and is
determined according to the positions of all nodes in the
island. Due to the uncertainty of node distribution in the
island, this paper firstly groups all nodes #={n,,n, ---1,,}
in the island. Select k nodes from the node-set # as the initial
k centroids p = {u, 4, --- u. }. Initialize the group C={C,,
C, - ClasC, =@, (t=1,2 - k).Calculate the node #,(i =
1,2---m)and the similarity of each centroid p1,(j=1,2 - k):
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Input island selection §,number of node groups k
Output island center collection y

1 y— null; C—null; t=0;

2 u < pick k nodes from n;

3 while ture do

4 fori=1tom

5 forj=1tok

6 dist,; < calculate the similarity between node
And centroid t

7 end for

8 end for

9 fori=1tom

10 find the #; with the smallest similarity set of dist,,

And divide the #; into the corresponding group A;

11 end for

12 C, < CUin};

13 urecalculate the centroids of all nodes in C);

14 iflunew == n"lbefare

15 t++;

16 if t==10

17 break;

18 end if

19 end if

20 end while

21 according to the calculation of C,, the island center set

v is obtained;

ArcoriTHM 1: Island Center Selection Algorithm.

disty (20,20 = | Y |0, <0 (13)
u=1

In formula (13), dist,q(x(?, x)) is the similarity between
the node and the centroid, which is determined by the Euclid-
ean distance between the node and the centroid. According to
the similarity dist,4 set of the node #,, the #, is divided into the
group A; corresponding to the smallest dist,4, When all nodes
are divided, the group is updated, and C, is the set of nodes in
the group. The centroid C;(j=1,2 -+ k) is recalculated for all

nodes in the updated group y; using the formula (15).

Gy, =Cy, Y{n} (14)
= Yn

i AT . 15
! ‘CJ'|'I€C,’ ( )

The iterative optimization of the centroid results is carried
out continuously until all k centroids no longer change, then
the final centroid set is output y,(j = 1,2 - k), which is calcu-
lated according to formula (16). Algorithm 1 is the pseudo-
code of the algorithm for determining the center of the island.

1
= mz# (16)

The number of executions of the statement in Algorithm 1
is directly related to the variables m and k. The value of the
variable m is determined according to the number of local area
networks. In this paper, the number of local area networks is 4,
and it can be known that the value range of the variable m is 1-
4, and the size of the variable k is determined by the number of
nodes in the island, and its value range is 1-#, then the sum-
mation formula can be used to obtain the maximum statement
frequency f(n) of Algorithm 1.Taking the order of magnitude
for f(n), the time complexity of Algorithm 1 is O(n).

1=4

f(n)=

1=4n. (17)

s
-

I
—

I
—_

n
i=1
3.2.2. Recovery of Intranet Connectivity. A local area network is
a subnetwork formed by dividing the global network into
equal parts according to the center of its area. It is much more
difficult to solve the connectivity restoration problem of mul-
tiple isolated islands in the network than the existing problems
in the connected network, and it is difficult to complete it in
one stage. Therefore, LPRMA uses the idea of divide and con-
quer to group multiple isolated islands into a local area net-
work. The global network connectivity restoration problem
is simplified into multiple local network connectivity restora-
tion problems. According to the minimum square area ( that
can contain all the islands specified in this paper, it is easy to
obtain the central coordinate w(w,, w,) of the area, and the
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Input the isolated island set § and the isolated island center set v in the local area network L
Output optimal anchor point,optimal path
1 E « initialize the energy state of the node;
2 A«calculate the node degree of the node according to the graph G;
3 node suitability fit—0;
4 fori=Itot
5 dis—calculate the distance between the center of the
Current island &, and the center of other islands J;
6 for j=1 to m;
7 dt—calculate the distance from each node n;
In the island 6, to all nodes in another island;
8 if dt < dis
9 cande— 1;;
10 1; suitability fit—fit + dt *distance weight;
11 fit—fit+ A proportions E xlife status weight
12 end if
13 end for
14 anc—max(fit);
15 ancList— 8, is added to the set of optimal anchor
Points;
16 end for
17 connect the two corresponding anchor points in
ancList to get the optimal path;

ArLgoriTHM 2: Optimal Anchor Point Selection.

local area is divided as follows:

Lo>w,L,>w, — Ly,

L>w,L,<w,— Ly,

L <w,L,>w,— L, (18)

LX < wx, L}’ < wy — le,

Ly Ligs Ly Lng € Q.

All the islands are divided into the corresponding L, L4,
Ly, and L4 local area networks through the area where the
island center y;(i=1,2--- N) obtained in the previous pro-
cess is located.

According to the geographical location factor GP and the
functional area marker FZ, the priority sequence L={L,,
L4 Ly Ly} of each local area network in the local area net-
work set LP={L!, L, Li,L}} is obtained, and on this
basis, according to the priority of the local area network,
the islands in the local area network are connected and
restored in turn.

In the process of restoring connectivity in the local area
network, firstly find the anchor points in each isolated island
corresponding to other isolated islands in the same local area
network. It is worth noting that when a node has been
marked as the most suitable anchor After the point is
selected, the determined anchor points are not considered
when selecting anchor points relative to other islands, thus
ensuring the principle of LPRMA multianchor point con-
nection. At this time, the number of selected anchor points

AP in each island satisfy the following relationship:

AP 1,N; 22,L={L Ly Lig, L}

num 2 (19)
AP, =0,N, =1.

There is a unique mapping relationship between the
determined anchor points of the isolated islands in the same
local area network and other isolated island anchor points,
and then according to the mapping relationship between
the anchor points, relay nodes are deployed between the
two anchor points, to achieve connectivity recovery between
two different islands. By analogy, when all the island anchors
in the local area network have been connected, the connec-
tion in the local area network can be restored.

Based on the above, the pseudocode of the algorithm for
determining the optimal anchor point is given as follows.

The number of executions of the statement in Algorithm 2
is directly related to the number of islands ¢ and the number of
nodes in the island k. Since the number of islands and the num-
ber of nodes in the island are unpredictable in practice, the value
ranges of the variables ¢ and k are both 1-n, then the summa-
tion formula can be used to obtain the maximum statement fre-
quency f (n) of Algorithm 2.Taking the order of magnitude for
f(n), the time complexity of Algorithm 2 is O(n?).

fim=2 1=

t=1

n=n’ (20)

M=

~
I
—

3.2.3. Restore Connectivity between Local Areas. An external
island is an island in a local area network that is used to establish
connections with other local area networks. In order to restore



connectivity between local networks, we must first determine
the 8y of the two local networks, and the identification of the
island is as follows (21):

SEXI = Sarg min (dis(¥,,%,))’ v=12,-t;u=12,--w,
{‘I’VELI sW,€L,3L,, L el
L={L Ly Ly Lig}

(21)

Among them, arg min (dis(y,, y,))represents the two
nearest island centers among all the respective islands in the
two local area networks. There is also a unique mapping rela-
tionship between the external islands in each local area network
and the external islands in other local area networks. The solu-
tion method of the anchor point AP obtains the anchor points
of the two external islands Sy, and establishes a connection
between the corresponding anchor points so that the connectiv-
ity between the local networks can be restored, and then the
purpose of global network connectivity restoration is achieved.

Figure 2(a) shows the random distribution of islands
formed by the wireless sensor network after it suffers from
large-scale disasters. It can be seen from the figure that
nodes in the islands are connected with each other, and
islands are independent of each other. The position of the
center of the isolated island has been marked with a red
five-pointed star. Figure 2(b) shows that the randomly dis-
tributed islands are divided into local areas, each island is
divided into the corresponding local area, and four local area
networks L;,, L4, L,,, and L 4 are obtained. Figure 2(c) shows
that the optimal anchor points of each island are selected in
the local area network, and the connectivity between islands
is restored by deploying relay nodes between the optimal
anchor points, so that each island in the local area network
can reach the state of mutual connectivity. Figure 2(d) shows
that when the connectivity of all the local area networks is
restored, the external islands of each local area network are
found through elections, and the same connectivity restora-
tion method is used to restore the connectivity between the
external islands, and finally to achieve connectivity recovery
of the entire network.

In the process of realizing the recovery of isolated island
connectivity, LPRMA follows the multianchor connection
mode, whether within the local area network or between
local networks, making the restored network more robust.
The selection of anchor points in the isolated island is the
key to LPRMA. The selection process of anchor points is
as follows:

(1) In order to improve the efficiency of anchor point
selection, the nodes in the island are firstly divided
according to a specific threshold TH = dis(y,, y,),
as shown in Figure 3(a). When the path cost of node
7, in island &, is PC = dis(#,, v, ) < TH, then node #,
is marked as a preselected node, thereby obtaining
the preselected node-set 71, of the island §,. Simi-
larly, under the same threshold TH, the preselected

node-set 71, of the island §, is obtained
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(2) According to the average node degree A
average energy state E
nodes satistying A; > A,.E; > E,,. are selected as can-
didate anchor points, to obtain the set of candidate

anchor point set #1_,, of the island §,, as shown in
Figure 3(b).

ave and the
e Of the nodes in 71, the

(3) Assign weight WE, to 7, assign weight WE, to E,
and assign weight WE, to PC of node #; in #l,.
Further filter according to the efficiency weight value
WVE. Finally, the candidate node with the largest
WVE is used as the optimal anchor AP relative to
the island &,, as shown in Figure 3(c).

WVE = A, - WE, + E; - WE, + PC- WE,. (22)

(4) In the same way, the candidate anchor set #2_,, and
the most suitable anchor AP of Island &, are
screened, as shown in Figures 3(d) and 3(e). At this
time, the most suitable anchor AP'in island &, and
the most suitable anchor AP? in island 8, form a
unique mapping relationship. A relay node is
deployed between AP! and AP? to connect island
8, and island &,, as shown in Figure 3(f).

4. Performance Evaluation

4.1. Performance Analysis. In the process of restoring island
connectivity, LPRMA follows two principles. One is the princi-
ple of multianchor point connection. Whether it is the connec-
tivity restoration within the local area network or the
connection restoration between local area networks, the con-
nection mode of multianchor points is adopted, thereby reduc-
ing the connection recovery cost, enhancing the network
robustness, and prolonging the network life. The second is the
principle of local priority recovery, which improves the recovery
efficiency of global network connectivity, enhances the perfor-
mance of network transaction processing, and reduces network
latency.

4.1.1. Robustness Analysis. After the network encounters sec-
ondary damage, the multianchor connection between
islands is more stable than the traditional single-anchor con-
nection, making the network more robust.

The method of connection of a single anchor point is to
select only one node in the island as the node of communication
between the island and other islands. When the network suffers
secondary damage, the connection between the island and the
other islands perhaps is disrupted. As shown in Figure 4(a),
when the island communication node of island &, stops work-
ing due to secondary injury, the communication paths p; and
p, are interrupted, causing island &, to lose connection. Only
Island 8, and Island §; are connected in the network, as shown
in Figure 4(b).
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(c) (d)
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FIGURE 4: Single anchor performance.
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FIGURE 5: Multianchor performance.
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TaBLE 2: Transactions in island.

Island Pending transaction

8, T,,(1,3) T,,(1,2,4) T,5(1,5,3,6)
s, T,,(24) T,,(2,3,4) T,5(2,1,3,8)
8 T,,(3,6) T,,(3,2,5) T,5(3,4,6,9)
S, T, (4,7) T,,(4,6,7) T,5(4,5,7,8)
5, T,,(5.3) Toy(5,3,4) T.4(5.7,8,9)
S, T, (6,4) T, (6,4,8) T45(6,3,7,9)
s, T,,(7,5) T,,(7,3,6) T,5(7,4,6,9)
8 Tg,(8,9) T,,(8,4,9) Ty5(7,5,6,8)
8y To,(9,4) To,(9,3,4) To5(9,2,4,5)

When the multianchor connection is adopted, the com-
munication connection between an island and other islands
does not depend on one node alone. When a communica-
tion node stops working due to secondary damage, only part
of the communication path is interrupted. As shown in
Figure 5(a), when one of the communication nodes of Island
8, is destroyed, it only interrupts the communication path
p, between Island 8, and Island §,. But in this network,
Island 6,, Island §,, and Island §; are still connected, as
shown in Figure 5(b). Therefore, the multianchor connec-
tion method has stronger network robustness.

4.1.2. Analysis of Transaction Efficiency. After the island
connection is restored, the processing efficiency of the net-
work transactions in the island directly affects the size of
the network delay. Therefore, more efficient network trans-
action processing performance plays a crucial role in reduc-
ing network delay. Compared with existing solutions, the
transaction processing efficiency of LPRMA is more efficient
and the network delay is lower. In Table 2, the transactions
in some islands after large-scale damage to the network are
listed. When the network is restored to a fully connected
state, the interrupted transactions must be reprocessed in
each isolated island. Therefore, the processing efficiency of
the transaction is particularly important and the processing
efficiency depends on the processing delay.

Due to the different ways of connecting islands, the delay
in handling transactions is different. Table 3 is the process
path of each transaction in the island using the connected

recovery strategy and the existing connected recovery
strategy.

The delay function Z is used to determine the size of the
delay. Let Z, be a transaction delay for LPRMA, and Z, be a
transaction delay for existing recovery policies, Z, < Z,is
obtained by calculating the data in Table 1.

7 =

S|

iiLijv+wt. (23)

j=1

In formula (23), Ly is the length of the transaction path,

v is the data propagation rate, and wt is the waiting time. In
addition, this paper conducts random processing on the
transaction composition in the island and calculates the
result according to formula (23): Z, < Z,. When the transac-
tion volume in the island is small, Z, = Z, may occur, but
the probability of this situation is relatively small, and more
cases are Z, < Z,, indicating that the transaction processing
efficiency of LPRMA is better than the existing recovery
strategy transaction processing efficiency.

4.2. Simulation Comparison Experiment. This part uses
MATLAB R2016a to establish the simulation model of wire-
less sensor network, and uses its efficient numerical calcula-
tion and symbolic calculation functions to simulate the
generation of islands and implement the method proposed
in this paper and the existing methods, and then through
the software’s graphics processing function, realize the visu-
alization of simulation comparison results. We take the final
path length of relay deployment, the number of relay
deployments and the deployment time of relays, the number
of remaining nodes in the network after secondary disasters,
and the processing efficiency of network transactions as eval-
uation indicators to compare LPRMA with other island con-
nection recovery schemes DR-ACO [12] and DAAP [13].
The simulation environment and initial conditions are set
as follows: (1) the network area W is a square plane of
1000 x 1000 m, and there are multiple islands randomly dis-
tributed in W, and multiple sensor nodes are randomly dis-
tributed in each island. (2) The sensing and communication
radii of sensor nodes are 5m and 10 m, respectively. (3) The
traveling speed of the robot used to deploy the relay node is
v=>5m/s, and the deployment time of each relay is T = 10s;
4. The sensing and communication radius of the robot is
20m and 30m, respectively; 5. The relay is an ordinary
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TaBLE 3: Transaction paths.

T,,(1,3)

T1,(1,2,4) T,4(1,5,6,3)

LPRMA
DAAP

8, —>0, —>8; — >0,
8, —>8, >0, —>0,

8, —>6,—->8, —->0,

8 —>8, —>8; —>0,—>0;
8, —>6, —>8; —>0,—>0,—>0,

8, —>8,->6,

3500

3000 4

2500 4

2000 4

Final path length (m)

1500 A

1000 +
7

Number of islands N (pcs)

—— DR-AOC
—+— DAAP
LPRMA

FIGURE 6: Final path length comparison.

sensor node. In addition, considering the randomness of the
island distribution, the experimental test is run 100 times,
and the average is taken as the final result.

4.2.1. Final Path Length. This experiment evaluates the total
length of connection recovery paths for three different
schemes. This metric can be used to evaluate the recovery
efficiency of network connections. The smaller the path
length, the higher the connection recovery efficiency.

As shown in Figure 6, in the LPRMA scheme and the
existing restoration schemes DR-ACO and DAAP, as the
number of islands increases, the total length of the final paths
of the three connection restoration schemes also increases. In
DAAP, since more polygon lines are generated as the number
of islands increases, polygon lines increase the total length of
the path compared to straight lines. In the LPRMA scheme,
the number of paths connected by islands increases as the
number of islands increases, thus increasing the length of the
final path. Although the number of paths in LPRMA increases,
each path in LPRMA is a short path, making LPRMA. The
final path length is always smaller than the DR-ACO and
DAAP schemes. The reason for the existence of several short
paths in LPRMA is the special connection selection mecha-
nism of LPRMA. The LPRMA multianchor point is connected
by selecting the anchor point with the shortest path as the tar-
get in the two relatively nearest islands. When the number of
islands increases, the selection range of multi-islands con-
nected by multianchor points is wider, and the formed con-
nection path is shorter, thus minimizing the final path length.

Therefore, the performance of LPRMA is more promi-
nent in the total length of the final connection recovery path,
and the connection recovery efficiency is higher.

4.2.2. Number of Relay Deployments and Deployment Time.
Figures 7 and 8 show the comparison results of the number
of relay deployments and the deployment time of relays
between LPRMA, DR-ACO, and DAAP as the relay com-
munication radius R, and the number of islands N gradually
increase.

In Figure 7(a), under the conditions of N =10 and W =
1000 1 x 1000 m, with the increase of R, the number of relay
deployments of LPRMA and the other two schemes gradually
decreases. This is because the number of relay deployments is
determined by the number of routing hops between islands,
which is inversely proportional to R,. Furthermore, compared
to the other two schemes, the advantages of LPRMA are more
prominent. This is because the final connection path length of
LPRMA is shorter than that of DR-ACO and DAAP, which
makes the middle. There are fewer deployments of the succes-
sor nodes. In Figure 7(b), under the conditions of R, =20, W
=1000 m x 1000 m, with increasing N, the number of relay
nodes deployed in LPRMA and the other two schemes gradu-
ally increases. Due to the increase in the number of islands, the
connectivity when the recovered final path length increases,
more relay nodes are needed to construct the connected path,
so the deployment number of relay nodes for the three
schemes increases. But LPRMA has more advantages than
the other two schemes in terms of the final connected path
length, so the number of relay nodes deployed is less than
the other two schemes.

Under the same conditions, the relay deployment time in
Figures 8(a) and 8(b) is similar to the relay deployment
number in Figures 7(a) and 7(b). This is because the relay
deployment time depends on the deployment path length
and the number of relay deployments, and the trends of
the final path lengths of the three schemes are relatively
unchanged. Therefore, when the robot’s travel speed v is
the same as the single relay deployment time T, the relay
deployment of the three schemes. The time is mainly deter-
mined by the number of relay deployments.

4.2.3. Robustness of the Network. The experimental design is
to evaluate the robustness of the network after the network
recovery by judging the number of remaining nodes in the
network. As shown in Figure 9(a), the number of remaining
nodes in the three recovery schemes decreases when the
damage to the network increases after secondary injury. In
Figure 9(b), when the degree of secondary damage is certain,
the number of remaining nodes in the three schemes
increases with increasing number of islands, because the
increase in the number of islands increases the total number
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of nodes in the network. Regardless of the degree of damage
or the number of islands, the number of remaining nodes in
the LPRMA scheme is higher than in the existing two
schemes, which is due to the multianchor connection
method in the LPRMA scheme. When the restored network
suffers secondary damage, it is likely to damage the commu-
nication anchor points used to connect with other isolated
islands. Most of the existing restoration schemes use a
single-anchor point connection mode. Under this connec-
tion mode, once the communication anchor is damaged,
the entire island will lose connection to other islands. The

multianchor connection method adopted by the LPRMA
scheme will not lose contact with all other islands due to
the damage to one anchor, which makes the LPRMA scheme
better than the existing DR-ACO and DAAP schemes in
terms of restoring the number of nodes remaining in the
network after secondary damage. Thus, the restoration
scheme proposed in this paper has higher network
robustness.

4.2.4. Transaction Processing Efficiency. After the network con-
nection is restored, the efficiency of transaction processing in
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the network is also very important, which affects the level of net-
work delay. This paper evaluates the performance of three con-
nectivity schemes in network transaction processing using the
transaction processing efficiency index PEI and processing
delay Z. Among them, the higher the PEI, the higher the trans-
action processing efficiency.

1 DT
PEI= — (DT - = ). (24)
N PN

DT is the degree of transaction sequence, which represents
the number of islands involved in a transaction, and PN is the
number of valid paths for transaction processing. As shown in
Figure 10(a), with the increase in the number of islands, the
PEI of the three schemes gradually decreases, because the
increase in the number of islands intensifies the number of
transactions in the network and increases the complexity of
transaction processing, thus reducing the PEL However, in dif-
ferent numbers of islands, the PEI of LPRMA is always higher
than the other two schemes, which is because the multianchor
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connection mode of LPRMA will generate more short paths
with the increase of the number of islands, the increase of short
paths will increase the PN of LPRMA transaction processing,
and thus the PEI will be higher. As shown in Figure 10(b),
due to the gradual decrease of PEI, the transaction processing
delay Z of the three schemes increases with the increase of the
number of islands. Because LPRMA is more efficient for trans-
action processing, the processing delay of LPRMA is lower than
the other two options.

5. Conclusions

This paper proposes a solution (LPRMA) for solving the
multi-island connectivity problem in wireless sensor net-
works. In the process of restoring multi-island connectivity,
the scheme follows two principles. The first is the principle
of local area priority restoration. By adopting the idea of
divide and conquer, the entire network is first divided into
multiple local area networks, and each local area network
is connected and restored separately, and then the connec-
tivity between local area networks is restored. This restora-
tion principle improves the global network. The recovery
efficiency of connectivity enhances the performance of inter-
rupted transaction processing after network recovery. Sec-
ondly, based on the connection principle of the optimal
anchor point, the connection mode of the optimal anchor
point is adopted for both the connectivity restoration within
the local area network and the connectivity restoration
between the local area networks, thus reducing the connec-
tion recovery cost, enhancing the network robustness and
prolonging the network life. Finally, the effectiveness and
advantages of the LPRMA scheme in terms of connection
restoration cost, network robustness and connection restora-
tion delay are verified through numerous simulation
experiments.
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The data of simulation comparison experiment used to sup-
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